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1. Introduction 
 
As part of the organisation's commitment to improving operational efficiency, security, 
and service reliability, a comprehensive infrastructure upgrade was planned. The upgrade 
strategy included a structured three-day migration and switchover process, supported by 
detailed implementation procedures, testing protocols, and rollback mechanisms to 
mitigate both anticipated and unforeseen risks. 
 
The primary objective was to modernise the registry platform while ensuring 
uninterrupted service delivery to registrars and domain registrants. 
 
 

2. Registry System Switchover Preparation 
 
Before the migration exercise, technical personnel undertook approximately three 
months of planning, simulation exercises, testing, and operational training. 
 
The key objectives of the migration project were: 
 
● Deploy the new production server within the Data Centre. 
● Transition registry services from the existing infrastructure to the upgraded platform. 
● Improve security, stability, and operational supportability. 
● Maintain uninterrupted registry operations throughout the migration process. 
 
Following successful testing and validation activities, the migration date was scheduled 
for 14 May 2026. 
 
 

3. Migration Activities 
 

Day -3 & -2 (Days Before Upgrade): Registrar Notification 
 
Three days before the migration exercise, an official communication was issued to all 
accredited registrars and relevant stakeholders. 
 
The notification outlined: 

● The planned maintenance activity. 

● The scheduled date and time. 

● Expected service impacts. 

 
This communication ensured stakeholders were adequately informed and prepared for 
the planned maintenance window. 
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Day -1 (A Day Before Upgrade): Pre-Migration Preparation 
 
One day before the migration exercise, preparatory activities were undertaken to facilitate 
a smooth transition. 
 

⇒ DNS TTL Adjustment 
⇒ Registrar	Reminder	

 
 
Day 0 (Upgrade Day): Migration and Switchover Activities 
 
The primary migration activities were executed on 14 May 2026 in accordance with the 
approved migration plan and operational runbook. 
 
3.1 Pre-Maintenance Activities 

⇒ Data Centre Access and Equipment Verification 

 
The migration team arrived at the Data Centre at approximately 08:44 AM and 
completed access and security procedures by 08:50 AM. 
 
The Data Centre personnel verified the server details against the previously submitted 
documentation, while GDNR staff conducted physical inspections and equipment 
verification before deployment activities commenced. 
 
 

⇒ Decommissioning of Existing Secondary Server 
 
The secondary server (Server B) located at the Data Centre was gracefully powered down 
and disconnected from power and network infrastructure. 
 
This created the necessary rack space and cabling availability for deployment of the new 
production server (Server C). 
 

⇒ Installation and Power-Up of Server C 
 
Server C was installed within the rack environment and powered on successfully. 
 
No hardware-related issues were encountered during startup. 
 

⇒ Virtual Machine Validation 
 
Following system boot, all virtual machines hosted on Server C were verified and 
confirmed operational. 
 

⇒ Network Integration 
 
Server C was connected to the existing network infrastructure using the cabling 
previously assigned to Server B. 
 



	

4	
	

	

Connectivity tests confirmed successful network integration. 
 

⇒ Service Verification 
 
Comprehensive inbound and outbound connectivity testing was conducted. 
 
The following services were validated successfully: 
 
● Registry Services 
● DNS Services 
● WHOIS Services 
● Web Services 

 
All services responded as expected and met operational requirements. 
 
 
3.2 Maintenance Window Activities 
 
The official maintenance window commenced at approximately 12:00 PM. 
 

⇒ Registry Database Protection	
 

⇒ Suspension of Zone Generation 
 

⇒ Data Backup and Restoration 
 

⇒ Service Validation on Server C 
 
Comprehensive functional testing was performed following restoration. 
 
The following services were validated successfully: 
 
● Registry Operations 
● DNS Services 
● WHOIS Services 
● Web Services 
● EPP Services 

 
 

⇒ DNS Serial Number Synchronisation 
 
DNS zone serial numbers were compared across: 
 
● Server A (Current Primary) 
● Server C (New Primary) 
● Brazil-based DNS Infrastructure 

 
⇒ Reconfiguration of DNS Roles 
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⇒ Post-Reconfiguration Validation 
 

⇒ Migration of Public Registry Services 
 

⇒ Service Accessibility Verification 
 

⇒ Multi-Factor Authentication Enablement	
 

⇒ Retirement of Legacy Services	
 

⇒ Removal of Server B 
 
Following successful migration validation, Server B was disconnected from the data 
centre infrastructure and transported back to the office for storage and future use. 
 
 

4. Conclusion 
 
The GH Registry infrastructure upgrade and migration exercise was completed 
successfully in accordance with the approved implementation plan. 
 
The migration resulted in: 
 
● Successful deployment of upgraded registry infrastructure. 
● Transition of production services to the new platform. 
● Improved security through updated software versions and multi-factor 

authentication. 
● Enhanced operational resilience and maintainability. 
● Continuity of service throughout the migration process. 

 
All critical registry services remained operational following the migration, and no rollback 
activities were required. 
 
The project therefore achieved its primary objectives and established a modernised 
foundation for future GH Registry operations. 


